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• Search & view user profiles
• All HR Transfer Privileges
• Reports
• Purge Documents

• Create user accounts
• Configure Role & Access 

for other employees
• Edit user profile 

information

Reports
• Admin reports

Document management
• Purge documents

HR Admin Role & Permissions:

• All HR Transfer Privileges
• Search and view user profiles
• Edit user profile information
• Create user accounts
• Configure Role and Access for other 

employees
• Reports
• Purge documents
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Document management
• All HR Viewer permissions
• Add a document
• Modify document
• Reindex, Insert pages, Reorder pages, Replace 

document, Extract document
• Delete documents(Soft dele(ability to restore within 

120 days)
• Restore documents
• Reports

Transfer
• All HR Document 

Management Permissions
• Request & respond to 

transfers(Agency & NPRC)
• Send folders to NPRC

Top-level
HR Transfer

Second-level 
HR  Document 
Management

Basic-level 
HR Viewer

Top-level roles inherit permissions of lower-level roles

Viewer(View documents but cannot import or modify)
• Search folders
• View documents
• Print and download documents



• Search Users

• Search folders

• View documents

• Print & download  documents

Investigator

• Search folders

• Add documents

• View Today’s summary
Importer

• All Help Desk User Permissions

• Search folders

• View documents
Helpdesk lead

• Search & view user profiles

• Registration code resets
Helpdesk user



Employee viewBasic user

Agency AdminSysadmin tools

HR AdminAppadmin tools

HR TransferTransfer

HR Document Management
Membership in the 

eOPF_DOC_MGMT group

HR Viewer
Has elevated permissions

Does not have access to web forms

Not a member of eOPF_DOC_MGMT group
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